
Disclaimer
The information provided in this Presentation is owned by Reed Business Information Limited (“RBI”). The contents of this
Presentation shall be treated as confidential and proprietary information and the Presentation should not be shown, read
or used by any third party other than ‘You’ and your ‘employees’ on a need-to-know basis.
Ideas and concepts contained in this Presentation shall only be used with RBI’s written permission. All intellectual
property rights in this Presentation remain vested in RBI and any references to third party trade names or trade marks in
our Presentation, save where expressly provided, is neither an assertion of ownership or representation of an association
with the owners of such trade names or trade marks.
The information contained in this Presentation may be obtained from public sources and information that our customers
have provided to RBI. Any analysis, forecases, projections and opinions are based on such information and RBI have not
verified the accuracy and completeness of the information. In no event shall RBI be liable for any indirect, consequential,
special or incidental damages which may arise from the use of the information, even if advised of such possibility.
This Presentation is subject to contract and all warranties whether express or implied by statute, law or otherwise are
hereby disclaimed and excluded to the extent permitted at law. In the event that the scope of the services change, this
Presentation may require corresponding amendments. Any rights and obligations that may arise under this Presentation
shall be governed by the laws of England and Wales and the Courts of England and Wales shall have non-exclusive
jurisdiction to adjudicate any disputes arising here under.



accuity.com
accuity.com

False Positive Management 
Strategies and Best Practices
Firco Compliance Link

Josh Siegel
Engagement Manager, PSG, Accuity 

23 May 2019



2

What are some existing 
strategies our customers have 
used to help reduce the burden 
of false positives?

What are some efficiencies that 
can be made to this process to 
make reporting easier?

What are some of the changes 
to our application and data that 
help tailor your screening 
process to your policy?

In this session, you will learn best practices in managing False 
Positives



• A stop descriptor hit upon in a field is a match
• Entities may have multiple, different stop descriptors
• Different entities can share the same stop descriptor
• Stop descriptors are created for names (individuals, companies, banks, vessels, 

etc.), cities, countries, and identification numbers
• Address fields are not usually screened, however, there may be cases in which 

the address is not parsed, requiring screening
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What are matches?
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Entity with multiple stop descriptors
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Different Entities with Shared Stop Descriptor
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A false positive is a match generated by the Firco 
Filter that, after further review, is determined to not be 
the entity on the Global WatchList.

The goal in watch list matching should be to keep the 
rate of false positives low without excessive increasing 
the risk of missing a true match.

False positives can occur and reoccur at any time for 
a variety of reasons.

Some recurring false positives contain recognizable 
patterns. Once identified, these patterns can help to 
eliminate or reduce false positive rates. 

What are false positives?
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Relying on rules after the fact can be challenging to manage and is always necessary, but this burden 
can be reduced if more work and effort is undertaken to ensure screening processes are set-up correctly. 

“Is my organization 
screening data efficiently”

“Do we have processes 
in place to ensure success”

Your screening data processes ultimately determine the 
volume of false positive matches
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Below are some best practices around set-up and screening processes:

• Segregating business streams can ensure that data is segregated correctly so that only 
the relevant fields are screened against the necessary watch list data mandated for that 
stream. This helps avoid excessive screening. 

• Ensuring that the data provided is clean and you have processes around which 
aspects of a record are mandatory. This will ensure that there are less matches on bad 
data and features like risk score will allow rules to take effect.

• Setting up screening instructions and only screening the required fields at fuzzy levels 
that are appropriate will avoid large volume of false positives. 

• Adapting as your business changes and as the industry changes will help ensure that 
your processes and your rules do not become stagnant. 

False Positive Rules are condition-based and some of these 
conditions can be fulfilled through more granular configurations



9

Unique ID: 
This should be totally “Unique” and in most 
cases, persistent

Full Client Name: 
Whole name in single field

Address information: 
Try to avoid ‘Address Blocks’

Additional Data Elements: 
Helpful for Rules building, Helpful for Match 
Comparison, and Helpful in data organization

Duplicate Unique ID
Can be confusing when multiple records have 
the same ID

Incomplete Names
Increase review difficulty / time or can miss 
matches

Date of Birth Format
Keep Standard

Missing Data
Typically Leave Blank

Data Quality – Do’s Data Quality – Don’ts
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Data Quality – Do’s Data Quality – Don’ts
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• PEP micro-categorization
• Fuzzy
• Risk scorecard
• Good File and Good File migration (for ASM)
• False Positive Reduction rules

Other available false positive reduction techniques
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• Only available through PFC

• Allows clients to remove portions of the PEP list 
in order to reduce matches and screening time

• Elements that can be used to remove entities:
• Country
• PEP Level (Local, State, National, 

International)
• Term (Date from which PEP Left office)

PEP Lists changing in 2020, possibly new options 
in the future

• Tuning / results usually analyzed during 
configuration & training

• Analyze data at the threshold selected 
by the client

• Typically there will be matches that are 
“only” fuzzy and will require rules

About PEP Micro-categorization About Fuzzy Matching
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About Risk Scorecard About Good File and Good 
File migration (for ASM)

• Elements

• Full name, year of birth, country

• Each element is scored separately

• Full name uses fuzzy logic

• Year of birth can be exact, one year off, two 
years off, or more than two years off

• Country can match or not

• Final score is the average of all scores 
combined

• Good File is a limited ‘Decision Reapplication’ 
for CL batch or CLWS screening

• Remembers the Match + Unique ID and returns 
a status ‘Passed by Good File’ or ‘True Match’ 
when the same match is screened again

• Gives matches a status of ‘Changed’ if either 
the input data or watchlist data is different

• A batch of known good records can be pre-loaded

• Good File can be migrated when a client upgrades

• The CL Good File can be used during the 
first import to ASM
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• Rules are an additional layer of logic that can be used by 
clients to cause Firco Compliance Link automatically assign a 
status of ‘Passed by Rules’ to matches that fulfil specific 
criteria.

• Rules do not check for any updates and will continue to work 
as long as they are in the system.  It is highly recommended 
to review rules on a regular basis as OFAC data changes 
and Client data changes over time.

• Rules can contain clauses that reference both the Client 
Data and the Watchlist Data

False Positive Reduction Rules

The following must haves are 
necessary:

• Must have File Specification in 
order to determine screening fields 
and file format

• Must have screening options/profile

• Screening algorithms

• Screening options

• Watchlists
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Example of complex file specification



• False positive rules are currently 
group into rules packs and can 
be added by users with the 
feature role “False Positive 
Reduction Rules Management”

• These can be accessed through 
the left navigation
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At the moment, rules are segregated into ‘Rules Packs’ which can 
later be used in targeted screening instructions against the 
appropriate lists and applicable datasets.

Building a plan for false positive rules



Separate rules packs can be created for different screening situations

• PEP

• GWL

• Payments vs Accounts

• Different data feeds
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Rules Packs
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There are four different types of Clauses 
Based on Customer Data

• Entity Type Clause
• Source Code Clause
• Risk Score Clause
• Entity Field Clause

Stop Descriptor: Enter the 
Stop Descriptor (SD) to which 
the False Positive Reduction 
Rule will apply. An Asterisk “*” 
will cause the rule to apply to 
all SDs. 

Matched Field: Enter the 
name of the field in which the 
SD must be found in order for 
the rule to apply. Providing 
“ANY” will cause the rule to 
apply to all data fields.

There are four different types 
of clauses based on Input 
Data

• Input String Clause
• Simple Text Clause
• Intermediate Text Clause
• Complex Text Clause

Every rule can have up to ten different clauses.

Match Type: Choose GWL, PEP, CWL or 
ANY. When provided, the False Positive 
Reduction Rule will only apply to those 
types of matches.

Match Score: set the threshold for the 
Match Score for the rule to apply to. This 
is the fuzzy score calculated by the filter.

Creating rules in Firco Compliance Link
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Writing rules on entities can have a dramatic effect on all matches the are 
associated with the criteria. 

Entity Type: The Accuity list data will categorize each entity by type. The following values are provided: 
Governments, Countries, Principle Cities, Individuals, Vessels, Banks, Ministers, Government Officials, 
Companies, Political or Religious Organizations, Commodity Goods, and Other. 

Source Code: Each Accuity list may have one or multiple source codes that can be added here 
to eliminate an entire set of matches from one particular list. 

Risk Score: This will allow users to eliminate matches based off of the risk score 
associate with the match. 

Entity Field: Values from specific entity fields can be considered. The following values are provided: 
Name, Country, Date of Birth, PEP Level and Subcategory.

Writing rules on entity data



Writing rules on input record data can have an effect on certain individual records 
or records with similar values.  

Input String: These clauses use the entire data string that is entered and can contain 
more than a single token, different than Simple, Intermediate, and Complex Text Clauses.

Simple Text: These clauses follow a basic “if-statement”. If “Text” occurs 
(or does not occur) in “X” field.

Intermediate Text: These clauses allow you to search for words in relation to other words. 

Complex Text: These clauses exist for input records that may contain multiple fields with 
the same Field Name. Although the creation of File Specifications with duplicate field names 
is not allowed, certain payment messages, like SWIFT, permit the use of duplicate field names. 
With these clauses, you can specify which of the multiple instances of a field name you would 
like added to your rules clause.
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Writing rules on input record (customer) data
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Match Clause



Clauses Based on Entity Data



Clauses Based on Entity Data



Clauses Based on Entity Data



Clauses Based on Customer Data



Clauses Based on Customer Data



Clauses Based on Customer Data



• Each rule is a collection of clauses (or Conditions) that are connected with the ‘logical 
AND’.  All clauses must be true in order for a match to be marked ‘Passed by Rules’.

• Any single rule cause a match to be ‘Passed by Rules’.  (The system will not check 
if multiple rules reference the same Stop Descriptor and compare it to each one 
to make a decision.)

• A rule must have at least one clause.

• Only ten clauses can be added to a single rule. 

Important to Note
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1. Click on the button found on the image 
2. Enter “SANTA” word in the first text box
3. Select “Occurs” or “Does Not Occur”.
4. Choose whether the word must occur (or not 

occur) Before, After, or Within x amount of words.
5. Enter a number for the amount of words that can 

separate the two selected words.
6. Enter the second word “ANA”.
7. Enter the name of the field (City) where the two 

words must occur (or not occur). 
8. Click on Add Selected Clause to add this 

clause to your rule.

The “ANA” Stop Descriptor is represents the “Albanian National Army”. Any input data containing the Californian city 
“Santa Ana” will match “ANA”. An Intermediate Text Clause could be used to ignore matches to the Stop Descriptor 
“ANA” when the word “SANTA” occurs within one word of “ANA” in the field “City”. 

Example of an intermediate text clause
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• Managing false positives is about precision, the more precise your screening 
processes are, the more relevant matches you will obtain.

• When it comes to rules and false positive reduction, we have to be able to 
prove to internal and external stakeholders that the rule conditions are 
acceptable.

• Some rules are risk score threshold based, others are “distance between 
‘token’ based” and yet others are weak aliases/single word alias based.

• Ensuring that you have a process in place that can help bring down the 
volume of false positives and allow you to report on them when needed is 
extremely important and a necessity. 

In Summary
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Thank you for your attention
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